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Data is creating both risk and opportunity

Data is multiplying at a mind-boggling rate and driving market opportunities
and economic growth in unprecedented ways.

To stay competitive, companies are looking to unlock the full value of data
while also focusing on its secure and ethical use.

$2 billion+

possible revenue increase of
median Fortune 1000 company a

year if it increased data usability
by just 10%

Source: Center for Research in Electronic Commerce, McCombs
School of Business, University of Texas at Austin

86%

of execs believe they are in a
race with competitors to extract
value from data

Source: PwWC Trusted Data Optimization Pulse Survey, 2018

38%

of companies shifted strategy to
commercializing data

Source: Forrester, Data Commercialization: A CIO’s Guide to
Taking Data to Market, 2017




Unstable privacy regulations are making it harder to
unlock value from data

PIPEDA Updates and Enforcement

* Recommendations to modernize PIPEDA and Privacy Act EU General Data Protection Regulation (GDPR)
Canada breach notification regulations (Digital Privacy Act) . Global push while expanding to cover ethical (fair) standards
» Changes in Privacy Commissioner’s enforcement approach

» Consent guidelines (January 2019)
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California Consumer Privacy Act (CCPA)
US Scene - California Dreaming

° Concerned call for Federal Legislation
° Risk of State Transformation

° FTC increased authority? Unfairness?

Ibero - American Network
. Adopted Ibero- American Data Protection

Standards based on GDPR E icallv dri Data Protecti
. Chile and Colombia expected to revise il R Sty bty

privacy legislation ' changes - Ethical Data Stewardship

Leading companies are using the GDPR, and its downstream impact, as the platform to build a privacy
strategy and program needed to optimize data usage and deal with evolving regulatory approaches



Yet most companies lack
internal controls to keep pace

Survey insights: current state of most companies is
data-rich, but information-poor and inadequately
protected.

18%

of CEOs strongly agree their organization
is adapting the way it monetizes data to

better address data privacy and ethics

PWC'’s 22nd Annual Global CEO Survey (2019)
Base 1,378

In digital transformations, only a fraction say they proactively manage cyber and privacy risks

“fully from the start”
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Top 5 ways marketers can unlock value
out of data responsibly

Clean up and consolidate your data.

Be transparent with your customers and offer some
control. It all boils down to trust!

Adopt Privacy by Design (PbD) and ask yourself: “Just

because we can legally do this with data, should we?”

Let the customer be your guide. Bring your marketing
innovation and creativity to privacy.

Hire the right talent.




Connect, Discuss, Enable
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Despite varying privacy laws, privacy requirements are based on
10 Generally Accepted Privacy Principles (GAPP)
A4

1. Management
Define, document, communicate, and assign
accountability for privacy policies and procedures

2, Notice

Provide notice about privacy policies and procedures
and identifies the purposes for which personal
information is collected, used, retained, and disclosed

The 10 Generally
Accepted Privacy

3. Choice and consent
Describe the choices available to the individual
and obtain implicit or explicit consent with
respect to the collection, use, and disclosure of
personal information

Principles

4. Collection

Collect personal information only for the purposes
identified in the notice

5. Use, retention, and disposal
Limit the use of personal information to the purposes
identified in the notice and for which the individual has
provided implicit or explicit consent
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6. Access
Provide individuals with access to their personal
information for review and update

7. Disclosure to third parties
Disclose personal information to third parties only for
the purposes identified in the notice and with the
implicit or explicit consent of the individual

8. Security for privacy
The entity protects personal information
against unauthorized access (both physical and

9. Quality
Maintain accurate, complete, and relevant personal
information for the purposes identified in the notice

10. Monitoring and enforcement
Monitor compliance with privacy policies and procedures
and has procedures to address privacy related complaints
and disputes




Thought Leadership

Canada Privacy and GDPR Series

« Facebook live panel argues GDPR changes how tech companies will approach data

« GDPR is coming - here is what Canadian tech companies need to do

Canada officially introduces mandatory breach notification

Canada GDPR Overview

« Wake up Canada! GDPR is coming ...

Responsible Data Use Insights

« Monetizing data while respecting privacy: How data-use governance can unlock business
value and mitigate risk

« Responsibly leveraging data in the marketplace: Key elements of a leading approach to
data-use governance
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Available on
pwc.com/cybersecurityandprivacy
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http://www.pwc.com/us/en/increasing-it-effectiveness/publications/gdpr-requirements.html
http://www.pwc.com/us/en/increasing-it-effectiveness/publications/gdpr-requirements.html
http://www.pwc.com/us/en/increasing-it-effectiveness/publications/gdpr-requirements.html
http://www.pwc.com/us/en/increasing-it-effectiveness/publications/gdpr-requirements.html
http://www.pwc.com/us/en/increasing-it-effectiveness/publications/gdpr-requirements.html
http://www.pwc.com/us/en/increasing-it-effectiveness/publications/creating-business-value-with-data-usage.html
http://usblogs.pwc.com/cybersecurity/

Thank you.
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